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INTERNATIONAL DUE DILIGENCE GUIDELINES 
 

WHAT IS CSR RISK MANAGEMENT? 

Customers, governments and civil society organisations expect that companies do business with respect for 

people and planet. Internationally this is laid down in the OECD Guidelines for Multinational Enterprises. 

Companies are demanded to identify, prevent and reduce CSR risks in their supply chain, upstream and 

downstream. This is also called ‘due diligence’ or ‘CSR risk management’. 

 

HOW CAN CORPORATE SOCIAL RESPONSIBILITY (CSR) RISKS BE MANAGED? 

International guidelines provide companies with guidance on how to conduct their business in accordance 

with human rights and labour, social, environmental and anti-corruption standards. Companies should be 

aware of these standards, commit themselves to their objectives and take them into account appropriately in 

their business activities. Fundamental standards include: 

 

• UN Guiding Principles for Business and Human Rights with provisions on the state access to 

remedies. To disseminate and implement the Guiding Principles on Business and Human Rights, the 

UN Working Group encourages all states to develop, enact and update a national action plan (NAP) 

on business and human rights as part of the state responsibility. So far 22 states have produced 

national action plans. 

 

• ILO core labour standards with their four basic principles: freedom of association and right to 

collective bargaining, elimination of forced labour, abolition of child labour and prohibition of 

discrimination in employment and occupation. The ILO core labour standards are universally 

applicable human rights. 

 

• IFC Performance Standards on Environmental and Social Sustainability and IFC Environmental, 

Health, and Safety Guidelines. The eight standards developed by the private sector department of the 

World Bank define important environmental and social standards and are based on human rights. In 

addition to labour standards, the standards provide guidance on dealing with local communities, 

resource efficiency, land rights, biodiversity, indigenous peoples and cultural heritage. 

 

• OECD Guidelines for Multinational Enterprises. The OECD guidelines provide recommendations on 

responsible corporate conduct with regard to human rights, transparency and information 

obligations, industrial relations, the environment, corruption, consumer protection, technology 

transfer, competition and taxation, as well as rules on complaints, review and arbitration procedures. 

 

• OECD Due Diligence Guidance for Responsible Business Conduct. Also, for several sectors, sector 

guidance is available (textile, agriculture, extractives). 

 

• ILO Tripartite Declaration of Principles concerning Multinational Enterprises and Social Policy.  It 

provides internationally active companies with important information on how they can structure 

their CSR measures in accordance with the ILO core labour standards and other international labour 

standards. 

 

Companies should also be aware of certain local (legal) frameworks that may affect them. Examples of 

frameworks, standards and laws can be found here: 

 

• EU Timber Regulation 

• EU Conflict Minerals Regulation 

• EU Regulation on Non-Financial Reporting 

 

CSR risk management is required in order to implement the international standards described above and the 

resulting management principles for the responsible management of supply and value chains. The elements 

outlined here provide an initial overview and are not to be understood as a rigid sequence, but as part of a 

living and continuous process. 

http://www.ohchr.org/Documents/Publications/GuidingPrinciplesBusinessHR_EN.pdf
https://www.ohchr.org/EN/Issues/Business/Pages/NationalActionPlans.aspx
https://www.tuc.org.uk/sites/default/files/gettingtothecore_0.pdf
https://www.ifc.org/wps/wcm/connect/c02c2e86-e6cd-4b55-95a2-b3395d204279/IFC_Performance_Standards.pdf?MOD=AJPERES&CVID=kTjHBzk
https://www.ifc.org/wps/wcm/connect/29f5137d-6e17-4660-b1f9-02bf561935e5/Final%2B-%2BGeneral%2BEHS%2BGuidelines.pdf?MOD=AJPERES&CVID=jOWim3p
https://www.ifc.org/wps/wcm/connect/29f5137d-6e17-4660-b1f9-02bf561935e5/Final%2B-%2BGeneral%2BEHS%2BGuidelines.pdf?MOD=AJPERES&CVID=jOWim3p
http://www.oecd.org/daf/inv/mne/
https://www.oecd.org/investment/due-diligence-guidance-for-responsible-business-conduct.htm
https://www.ilo.org/wcmsp5/groups/public/---ed_emp/---emp_ent/---multi/documents/publication/wcms_094386.pdf
https://ec.europa.eu/environment/forests/timber_regulation.htm
https://trade.ec.europa.eu/doclib/docs/2017/march/tradoc_155423.pdf
https://ec.europa.eu/info/business-economy-euro/company-reporting-and-auditing/company-reporting/non-financial-reporting_en


 

CSR RISK MANAGEMENT IN 8 STEPS 
 

The CSR risk management roadmap consists of eight steps: 

 

1. CHECK CSR POLICIES AND GRIEVANCE MECHANISMS 

Before you start to manage your CSR risks it is advisable to be in line with existing CSR policy and activities 

within your company. Relevant topics for CSR risk management are: 

 

• What is the CSR mission and vision of the organisation and what are the CSR targets? 

• How are these translated into (international) activities? 

• How does CSR policy affect procurement decisions and international transactions? 

• Has the organisation joined international guidelines and (chain) initiatives? Which management 

systems are used? (e.g. ISO 26000, ISO 20400, ISO 9001, ISO 14001, SA 8000) 

• Is there an international and external complaint system (grievance mechanism)? Check the current 

complaints procedure and adjust it if necessary to ensure that individuals, workers, groups and 

organisations that are negatively affected in your supply chain can access it. 

 

2. MAP YOUR SUPPLY CHAIN 

 

 
Figure 1 - The steps within a supply chain from raw material to consumer 

 

To make a good start with CSR risk management it is important to understand the nature and scale of your 

supply chain. Key steps include: 

 

• List all products and services that you purchase, produce and export; 

• Identify for each product and service in which country it is manufactured; 

• Identify for each product and service that you produce and/or export what the downstream supply 

chain looks like (customers, countries, waste, etc.); 

• Determine for all composite products what the main raw materials and/or semi-finished products 

are, and where they come from; 

• Check, if possible, how and by whom products are transported. 

 

A practical tool to do a supply chain analysis is to design a Value Chain Map. You can use the Value Chain 

Mapping method to map your supply chain. In this article you can find more information about why this is 

useful. 

 

3. IDENTIFY RISKS AND PERFORM A RISK ASSESSMENT 

Get an overview and identify current and potential risks from the list of raw materials and products/services 

formulated in step 2. CSR risks in your supply chain are related to the nature of the product, the country of 

origin and the characteristics of the suppliers. The risk assessment will help you later when prioritising risks. 

 

It is useful to summarise the listed information about countries, products and suppliers in a risk table. Table 

1 is an example of such a table. Fill this risk table based on your own research, research carried out by 

external parties and your experiences with the suppliers concerned. You carry out this risk assessment for 

your direct suppliers and, if you have this information available, further back in the value chain. Use this 

information to prioritise risks in step 4. 

 

https://www.slideshare.net/ciatdapa/link-methodology-short-presentation
https://www.slideshare.net/ciatdapa/link-methodology-short-presentation
https://www.greenbiz.com/blog/2014/01/09/5-reasons-cr-professionals-need-value-chain-map


 

Table 1 - Example of a CSR risk table for product/supplier portfolio1 

Supplier/product 

characteristics 

Low CSR risk Medium CSR risk High CSR risk 

Country of origin Western Europe, 

North America, 

Australia 

Russia, South-Africa, 

Eastern Europe 

For example: China, 

India, Turkey, 

Bangladesh, Mexico 

 

List of high risk 

countries from Amfori 

Sector Business and facility 

service provision 

Retail, wholesale, 

construction, industry, 

transport 

Agriculture, forestry 

and fisheries, 

electronics, textiles, 

mining, paper or 

sectors that use this, 

production of various 

articles such as office 

items 

Type of activities Service provision, 

specialist work 

Low-skilled work Unskilled work 

Nature of the supply 

chain 

Short production chain Production chain with 

several links 

Long production chain 

with many 

intermediate links 

Relationship and 

influence on 

suppliers 

Direct and frequent 

contact with suppliers, 

long-lasting 

relationship with 

mutual trust 

Irregular contact with 

suppliers, limited 

influence on their 

actions 

Many indirect 

suppliers, little 

contact, no or hardly 

any influence on their 

actions 

Supply chain 

initiatives, quality 

labels & management 

systems 

Certified (multi-

stakeholder) initiatives 

for both social and 

environmental aspects 

Certified (multi-

stakeholder) initiatives 

for social OR 

environmental aspects 

No initiatives, or only 

initiatives with self-

assessment by 

suppliers 

Etc. Etc. Etc. Etc. 

 

 

Risks relating to countries and products 

Risk information about countries and products (and country-product combinations) can be found in the CSR 

Risk Checker. This practical tool is based on an extensive database containing many CSR sources and 

websites. The result, after filling in this tool, is a pdf report for the selected countries and/or products in 

which all the CSR risks are summarised per CSR theme (both social and environmental). You can use this 

information as a basis for your own risk assessment. 

 

Risks related to characteristics of suppliers 

Characteristics of suppliers that influence possible CSR risks are for example: presence of management 

systems, the reputation of the supplier, and our relationship with the supplier (pressure on delivery 

time/price, temporary contracts, etc.). Determine which risks are relevant to your specific value chain 

(characteristics of suppliers, exact production locations) and add these in the risk table. Consult all relevant 

stakeholders (employees, customers, suppliers, governments, affected communities and civil society 

organisations). In complex and large supply chains (many different products and suppliers) it may be wise to 

start analysing strategic suppliers for practical reasons. The reason for this is that strategic suppliers have a 

bigger impact in terms of volume and that obtained long-term relationships are a good breeding ground for 

improvements. 

 

 
1 The information stated in Table 1 under ‘country of origin’ and ‘sector’ provides an example of a risk analysis for a specific company. This 

may appear differently for your own company and countries or products that are not mentioned here may lead to higher CSR risks. 

https://www.amfori.org/resource/countries-risk-classification
https://www.amfori.org/resource/countries-risk-classification
https://www.mvorisicochecker.nl/en
https://www.mvorisicochecker.nl/en


 

4. PRIORITISE RISKS 

It is not possible to address all risks in your supply chain simultaneously, you will have to set priorities. 

Prioritise the identified risks based on severity (potential impact on your company and on the environment 

and local communities) and likelihood for occurrence. It is important that you involve your stakeholders in 

this step (employees, customers, suppliers, governments, affected communities, and civil society 

organisations). 

 

Using the information you collected in the previous step, you can make a (qualitative) estimate of the severity 

(potential negative impact) and the likelihood that this impact will occur. The UN Guiding Principles provide 

criteria for the objective classification of potential human rights risks on the basis of which you should 

prioritise them: scale (what is the negative impact on human rights), scope (how many people are affected) 

and irremediability (are there any limits on the ability to restore those affected to a situation at least the same 

as, or equivalent to, their situation before the adverse impact). 

 

Likelihood and severity combined determine the extent of the risk: 

 

• Severity: how serious is the identified negative impact, in terms of magnitude (e.g. number of people 

affected) and the possible irreversibility of the consequences? 

• Likelihood: how likely is it that the negative effect will occur and what is the probability of a negative 

effect? 

 

You can use a risk matrix to prioritise CSR risks, such as shown in Figure 2. Products/materials and suppliers 

in the red (high risk) category will of course be given priority when implementing the responsible 

procurement policy. 

 

 

Figure 2 - Example of a risk matrix 

Catastrophic 5 5 10 15 20 25

Significant 4 4 8 12 16 20

Moderate 3 3 6 9 12 15

Low 2 2 4 6 8 10

Negligible 1 1 2 3 4 5

1 2 3 4 5

Improbable Remote Occasional Probable Frequent
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y

L i k e l i h o o d

Risk Rating = Likelihood × Severity



 

5. TAKE ACTION AND COLLABORATE 

In the previous step you prioritised the CSR risks. In this step your company decides how to address the 

risks. Addressing/tackling CSR risks has two goals: 

 

1. Reduce or compensate actual negative impact; 

2. Prevent or reduce risks of negative impact. 

 

Each company is a link in a chain of suppliers and customers, in which every part makes its own 

contribution. To make supply chains truly sustainable, it is necessary to work together with suppliers, buyers, 

colleagues, industry associations, other supply chain partners, and stakeholders. The type of involvement in 

the eventual (potential) negative impact is one of the determining factors for which actions a company can 

take. A company can be the direct cause of the negative impact, contribute to it or be indirectly connected to 

it. See Figure 3 for an explanation. 

 

 

Figure 3 - Schematic explanation of how a company should address CSR risks, based on their position in the supply 

chain2 

 

  

 
2 This figure is based on these documents: Shift report about identifying and prioritising risks and the UN Interpretive Guide on Human 

Rights. 
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https://www.shiftproject.org/resources/publications/business-human-rights-impacts-identifying-prioritizing-risks/
https://www.ohchr.org/Documents/Publications/HR.PUB.12.2_En.pdf
https://www.ohchr.org/Documents/Publications/HR.PUB.12.2_En.pdf


 

After the prioritisation of the International CSR risks in step 4, you are going to start working on the 

arrangements. This could be, for example, joining a supply chain initiative or having discussions with 

suppliers. You should take the following actions: 

 

• Draft an action plan for the most material risks in your supply chain together with your supplies, 

buyers, colleagues, industry association and other supply chain partners. Also involve civil society 

organisations in this process; 

• For smaller companies: start working on arrangements for a limited number of products; 

• Join existing supply chain or industry initiatives. For example, the Sustainable Trade Initiative (IDH) 

has set up several projects to achieve sustainability in food chains, such as in the case of, among 

others, palm oil, nuts, citrus fruits and cocoa; 

• Are there no collaboration initiatives yet? In that case, take the first step and talk to your suppliers, 

buyers, colleagues and industry association. Start a dialogue with parties who do not cooperate, 

possibly together with competitors and other stakeholders. Use CSR labels when purchasing small 

volumes or facilitatory products. The ITC Standards Map provides information on more than 210 

standards, codes of conduct and certifications related to sustainability in international supply chains; 

• Are you a small purchaser? Then join forces with other companies and your sector organisation. 

Encourage suppliers to register their CSR performance on a platform such as ISEAL, SIM Supply 

Chain, Fira, GSES or Ecovadis; 

• Keep contact with non-cooperating parties as much as possible, also with competitors and other 

stakeholders. End the relationship if nothing improves, or in the event of serious violations; 

• Repair the damage that has already been caused. The CSR Risk Checker contains concrete advice per 

country/product/theme on how to tackle or reduce risks; 

• End the relationship if no improvements are made despite continuous support, or if serious 

misconduct occurred. 

 

Tip Use the Supply Chain Influence Checklist to enhance your influence in the supply chain, and to take 

more targeted action towards suppliers. 

 

6. INTEGRATE IN BUSINESS PROCESSES 

It is important for a good implementation of ICSR risk management that the organisation (especially the 

procurement organisation) is well organised to set out arrangements. The application of responsible 

procurement becomes easier when it is centrally organised. The organisation will need less effort (and 

money) in case the total number of suppliers is lower. 

 

Several activities are possible to integrate CSR into business processes, for example by setting up an 

interdepartmental working group, adjusting the CSR policy and ensuring commitment from management. 

How this is done is exemplified by using the example below of integrating CSR into procurement processes. 

 

For a good integration of CSR in procurement, take the following actions: 

 

• Simplify your supply chain: reduce the number of suppliers and brokers, making it easier to set out 

arrangements; 

• Aim for long-term contracts with suppliers and good relationships with them as much as possible. 

This makes it, for example, easier to implement ambitions relating the production conditions. Also 

join regular contact moments with suppliers to address international CSR (ICSR) themes; 

• Ask your (in)direct suppliers and buyers about their CSR policy, processes and performances. Clearly 

explain to your suppliers (or give training, if necessary) why you strive for better working and 

environmental conditions and why this is also beneficial for them (e.g. less staff losses and higher 

production efficiency); 

• Start applying sustainable procurement at the moment you select new suppliers. Then you do not 

have to deal with existing contracts and agreements made earlier. Let the new supplier actively 

participate in sustainability questions related to his own products and services; 

• Visit your (in)direct suppliers and customers, and assess them on social and environmental issues. 

You may also do this together with other buyers/suppliers, or have it done by an independent 

https://www.idhsustainabletrade.com/
https://sustainabilitymap.org/standards?q=eyJzZWxlY3RlZENsaWVudCI6Ik5PIEFGRklMSUFUSU9OIn0%3D
https://www.isealalliance.org/
https://www.simsupplychain.com/
https://www.simsupplychain.com/
https://www.fira-verificatie.nl/
https://gses-system.com/
https://www.ecovadis.com/
https://www.mvorisicochecker.nl/en
https://www.mvorisicochecker.nl/en/supply-chain-influence-checklist


 

organisation. Involve NGOs, trade unions and other experts in the monitoring process, for example 

to test the methodology or to set up joint fact-finding missions and audits; 

• Ensure that, within each department of your company, certain people are accountable for the 

implementation of CSR arrangements, with the emphasis on the procurement department. Hold one 

person accountable for the implementation of the responsible-procurement policy, preferably the 

head of procurement (in smaller organisations this can also be the director); 

• Consider implementing the ISO 20400 Guideline for Socially Responsible Procurement in your 

organisation. ISO 20400 is the international guideline for CSR and is based on the more general ISO 

26000 guideline. The ISO 20400 guideline offers practical tools to set up and guarantee a socially 

responsible procurement process for both public and private organisations; 

• Integrate due diligence into your existing risk management system. For more information: ISO 

26000 and OECD Due Diligence Guidance for Responsible Business Conduct; 

• Include a paragraph with ICSR provisions in the procurement conditions, or (even better) draw up a 

separate supplier code that is communicated to all suppliers. Integrate sustainability in all 

procurement procedures and (legal) documents, such as terms of delivery and contracts. In these 

documents, refer to the CSR provisions in the supplier code; 

• Train procurement staff on CSR and sustainable procurement. It is important that the right 

incentives are given to meet the procurement conditions. For example, last minute orders and low 

prices can be an incentive to neglect labour standards at the expense of the involved employees. If 

procurement staff are only expected to realise deals for the lowest price, they will not be motivated to 

include CSR aspects in their supplier selection. 

 

7. MONITOR PROGRESS AND EVALUATE 

A one-time assessment of your supply chain has only a limited lifespan. It is important that your company 

ensures that there is a process of continuous improvement. For this, it is important to do the following 

checks: 

 

• Are the results of the arrangements/actions from step 5 verified? 

• Is there a need to change the approach, if necessary, based on the results of the verification? 

• Is there a periodic update of the risk analysis? 

 

Measuring results 

Results of the policy can be expressed in terms of achievement of concrete targets or Key Performance 

Indicators (KPIs). Based on this, the progress can be reported (step 8). The aims should be formulated 

SMART (specific, measurable, action-oriented, result-oriented and time-bound) as much as possible in order 

to make monitoring and communication on this subject possible. Examples of this are: 

 

• Percentage of purchases of sustainably certified raw materials within a given period; 

• Percentage of signed supplier codes; 

• Percentage of executed audits in a given period. 

 

Auditing or no auditing? 

One useful element to monitor progress in the supply chain is to conduct audits at suppliers and producers, 

with the aim of issuing a certificate or an audit report. These audits can be carried out by a third party or the 

customer. However, audits are not always a reliable instrument and sometimes do not give a comprehensive 

assessment of the situation. Furthermore, companies should keep in mind that an audit report only gives 

information on the status quo of the day of the audit. The reliability of audits can be influenced by many 

factors, such as inexperienced auditors and a corruption-friendly environment. A painful example of this is 

the fact that the Rana Plaza factory in Bangladesh, which collapsed in April 2013, was being audited. 

 

Audits are nonetheless an important element of CSR risk management and can act as a source of information 

to identify risks and measure progress. A corrective action plan (CAP) should be derived from the audit 

findings and the CAP should be monitored as well. This is one essential component for structural changes 

and long-lasting improvements. 

 

https://www.iso.org/files/live/sites/isoorg/files/store/en/ISO%2020400_Sustainable_procur.pdf
https://www.iso.org/files/live/sites/isoorg/files/store/en/PUB100258.pdf
https://www.iso.org/files/live/sites/isoorg/files/store/en/PUB100258.pdf
https://iso26000.info/certification/
https://iso26000.info/certification/
http://mneguidelines.oecd.org/OECD-Due-Diligence-Guidance-for-Responsible-Business-Conduct.pdf


 

Tip Interesting readings about the pros and cons of certification are for instance the publications Beyond 

Certification and Certification - a sustainable solution? Also interesting to read is how Philips tackles 

the theme of Beyond Auditing in its supply chain. 

 

Non-compliance 

What happens if a supplier does not meet the standards of the purchaser as determined in a code of conduct 

or terms of delivery? In advance, make agreements with suppliers about the possible consequences of your 

policy. Give your suppliers the opportunity to improve and help them when it is needed. Ending the contract 

immediately is often not the solution, and not desirable. Not only does this shift the problem to another 

purchaser, but it also endangers the continuity of delivery, especially with critical (strategic) suppliers. 

Suppliers are more likely to comply with your requirements if you have fair trading conditions and 

reasonable prices and if you are trying to establish a good working relationship. 

 

8. COMMUNICATE ABOUT POLICIES AND PROGRESS 

Transparency and communication to external parties is an important part of supply chain responsibility. Key 

steps include: 

 

• Keep up the dialogue with individuals, communities and organisations who may be adversely 

impacted in your supply chain about your approach and progress; 

• Decide how you wish to publicly account for your actions, for example through your regular annual 

report, a separate sustainability report, information on your website, or a special brochure; 

• Consult your stakeholders on the reporting topics. What information and performance do they 

expect from your company?; 

• Publish your information (online and/or in your annual report); 

• Even if you do not publish a separate sustainability report, communicate via your regular (online) 

channels, like newsletters or LinkedIn; 

• If you choose for formal reporting, consider using the UNGP Reporting Framework as a format. You 

can also apply the Global Reporting Initiative standard for sustainability reporting, or the UN Global 

Compacts Communication of Progress (CoP). 

http://www.scottpoynton.com/beyond-certification
http://www.scottpoynton.com/beyond-certification
https://pdfs.semanticscholar.org/52af/6757189099dead491de2a80bfe787f0d0cc4.pdf
https://www.philips.com/c-dam/corporate/about-philips/company/suppliers/supplier-sustainability/our-approach/Beyond_auditing.pdf
https://www.ungpreporting.org/wp-content/uploads/UNGPReportingFramework_2017.pdf
https://www.globalreporting.org/standards/
https://www.unglobalcompact.org/docs/communication_on_progress/GC_Advanced_COP_selfassessment.pdf
https://www.unglobalcompact.org/docs/communication_on_progress/GC_Advanced_COP_selfassessment.pdf

